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Liz Ledger
Chief Executive Officer
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DISCLAIMER

Persons present at this meeting are cautioned against taking any action as a result of any
Committee recommendations until such time as those recommendations have been
considered by Council and the minutes of that Council meeting confirmed.
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1 DECLARATION OF OPENING / ANNOUNCEMENT OF VISITORS
2 RECORD OF ATTENDANCE / APOLOGIES

3 DISCLOSURE OF INTERESTS

4 CONFIRMATION OF MINUTES OF PREVIOUS MEETING

That the minutes of the Audit and Risk Management Committee Meeting held on 29
May 2020 be confirmed.

5 PRESENTATION

Nil
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6 REPORTS OF THE CEO

6.1 2019-2020 ANNUAL FINANCIAL STATEMENTS, INTERIM AUDIT REPORT AND
FINDINGS

File Number: FIM/00070-05, D-20-34251

Author: Andrew Smith, Director Infrastructure and Financial Management

Authoriser: Liz Ledger, Chief Executive Officer

Attachments: 1. Interim Audit Management Letter

PURPOSE

To present the Interim Audit Results for the Year Ended 30 June 2020 for review by the Audit and
Risk Management Committee.

BACKGROUND

The Local Government Amendment (Auditing) Act 2017 was proclaimed on 28 October 2017, giving
the Auditor General the mandate to audit all Western Australian local government entities.

The Act allowed the Office of the Auditor General (OAG) to begin performance with responsibility for
financi al audits to transition over 4 year s, as e.

By the 2020-21 financial year, all local government entitesareaudi t ed by t he OAG. T
audit contract with Moore Stephens expired at the conclusion of the 2017-18 audit, which resulted

in the OAG becoming responsible for all future financial audits, beginning with the 2018-19 financial

year.

In February 2019, the OAG <confirmed this arrangement wi t h
respective responsibilities, together with the audit objective and scope.

On 8 May 2020, RSM Australia met with the Audit and Risk Committee, as the appointed auditors
on behalf of the Office of the Auditor General, to outline the audit strategy for the 2019-20 financial
year.

The strategy outlined the following timeframe for the delivery of the audit process;
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;. |
17 TIMETABLE
Phass Task Indlicaative Action
timeframe
Planning | Pra-planning mesting to revew and update the overall | 24 March 2020 REM
audt approach and pian
Issue draft 20230 APM tothe Town fior commentsry 3 Aprll A0 Sk
Enfrance mesling with the Councd, CED and Audi B May 2020 Rz
Committies for e presenEion and discussion of final
AP T
inferim | Issuing of Inberim Audt Preparation Checkilstto the Town | 24 Apr 2020 RS
audlf
Neldwork | Based on rsk assessment, perfommance of oydical | 11— 15 May 2020 REM
mt&ﬁ%ﬂ of major DiEsiness =
and review of key Mmmr?gg
momihs endead 31 March 2020
Perfomnarnce Of subs@niive tesis for revenue and
expendiure cycles o the 9 monthe ended 31 March
2020
Assessment of stEhus of Managament Lether points: raised
for the: prior year
Inferirm Interim sudtt Nndings mesting with the 0AG, RSM and 2o
audlt e Direcion and Compilance and Marager
reporting | Finance o discuss any sagnificant conirol mathers i5 June 220 DAG
sumounding the major transaction cycies and content of Town
mar@gemant leter, I any
Issue of the draft Imtenm Audit Managsment Lefier o the 15 June 120 k|
CAG for consideration and comment. CAG
Issue the draft Interim Audi Letier fo the 19 June 2020 RS
Tiowm for consideration and
T
Fetum of draft interdm Aadit Mansgement Lefier to RESM 24 June 20 Tiown
with commentary
IssuE the Interim Audit Management Letter to the OAG 25 June HI2D k|
Drat The Tiown submiis shell financial report to RSM for review A0 July 20 Tiown
fnanclal | and comment
raport
Town fo submit oraft Srancial report 35 per Me Act | 25 Seplember 2020 [ Town
dEEadine.
Final Issuing of Final Aud Preparation Checklist 3 July 2020 RSM
audlf
feldwork | Prowision of nal falance as 3l 30 June 2020 o RSk 25 Sepiember A1H) Tiown
Tewm of Claremant Page | 16
H.I.I:I‘IP‘IH'HFMET‘I‘HH’I-M
30 June
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Perdommance of suDsEnive tess for evenue and | 6-—9 Colober 2020 R
expendibure cycles for the 3 manths ended 30 June 2020

Performance of subsanive fesls fr balance shest
SCCounts as at year end

Final Final sudit indings mesting with the Direchor Corporatz REM
audli and Compliance, Manager Finance, the OAG and REM

reporting | o discuss any significant accounting Issues and indings Ciéniber 2020
nofed during the fnal audit It there ae = , Towm
unrsofved matlers, then a meetng will also be with
e Councll and CED.

Issue the draft Final Audit Managemeant Letter Tor e year Ocfober 120 EM
endad 30 June 2020 to the CAS for consideration and OAG
comment
Issue the draft Final Audit Management Lether Tor e year Ociober 2120 k|
endad 30 June 2020 0 the Town for conskderaton and T
comment m
Retum draft Final Audlt Management Lebar Tor he year Ociober 2020 Town
endad 30 June 2020 bo RSM with commentany
Issue the Firal Audil Management Lether 1o the DAG Ociober 2120 RSk
Preparation of OAG Signing Review Memorandum Diciober 2020 RSM
Review of audl Nie by 0AG Ociober 2020 DAL
Ault Closing Repon lssusd Mowvesmiber 2020 REM
Final awdit axit mesting with the Town Morvesmber 20120 REM
DAL
Tawm
lsgue final Management Representafion Lefier and | Mowvember 2020 Taown
approve Finandal Report
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(11 The above dabes are teniatve 3l Mis sl@0e and are sublect © amendment 3 a result of @l
dvallabiity from Te Town and OAG due i COAVID-19.

As can be seen, the interim audit timeframe slipped in terms of delivery timeframes as stipulated by
the auditors, however despite this, the auditors remained confident that this would have no material
impact on the final audit delivery or the ability of the Town to complete its annual report or conduct
its annual meeting of electors.

This was validated by the Final Audit being commenced on site at the Town on Monday 5 October
2020.

As detailed in the Auditors Audit Strategy Memorandum as presented by the OAG to the Audit and
Risk Management Committee (ARMC) at its meeting of 8 May 2020, the audit includes the conduct
of an interim audit, and issue of an interim management report, for any matters need to be reported.

The Draft Management Letter arising from the Interim Audit was received by the Town on the 22nd
of September 2020.

Responses were provided to the auditors in respect to the matters as raised and as a result some
minor changes were made to the draft letter to reflect this feedback.
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The attached Management Letter is the final version of that document following consideration of
feedback by the auditors and presentation to the OAG.

DISCUSSION

As detailed within the report (Attachment 1) the OAG has identified a number of matters through this
interim audit, the greatest proportion relating to Information Technology (items 1-11) with items 12-
15 related to financial management.

Whilst management comments in response to these issues (as provided by the Town) including
corrective action is provided within the OAG Report, the following additional comments are provided
for those matters where further explanation is considered appropriate or the management comment
does not effectively provide sufficient context to the Committee;

Impact of changes to accounting standards

Finding
Several significant changes have occurred to Australian Accounting Standards, which are
applicable to the Town in 2019-20 financial year. However, during the audit it was noted that the

Town has not finalised its assessment of the implication of the following new accounting standards
for the 2019-20 financial year:

Comment
AASB 16
The draft Manage me-tdmplianed witretle newvtaecourting sfandards and the
resulting misstatement in revenue and discl

In 18/19 the Town of Claremont (TOC) determined that the introduction of AASB 16 did not have
a material impact and the Town did not recognise any leases under AASB 16. This was subject
to audit and no issue was raised with this conclusion by the OAG.

In the development of the 2019/20 statements the Town has taken the opportunity to review this
position. The Town has concluded that there are 2 types of leases in operation at the Town, which
might be considered relevant to AASB 16. These are IT leases, for hardware and equipment, and
the lease of a storage unit associated with the museum facility.

Review of these leases has indicated that as at 30 June 2020, the lease of the storage facility has
a remaining period of 8 months (to February 2021) and therefore is not subject to the provisions
of AASB 16 as the period of the lease is less than 12 months.

By comparison the IT leases are anticipated to extend beyond this 12 month period, and as such,
in the interim 19/20 statements we have indicated in our AASB 16 Memo template that we are
intending to include the operating leases related to IT.

The auditors confirmed that this conclusion
however chose to retain reference to this standard on the Management letter.

AASB 15

The Town acknowledges that the application of AASB 15 was the subject of many questions and
answers during the interim audit, as the Town again sought to more appropriately review the
assumptions made in the 18/19 statements with respect to this Standard.

In the audited 18/19 statements, the provision of AASB 15 was reflected as follows;
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Contract liabilitie s non-current

Unspent grants/contiibutions 0

408252 408,252
Deweloper contributions 0 322554 322,954
Cash in lizu of parking 0 541783 541,783
Adjustment to retained surplus from adoption of AASE 15 28{d (1.272569)

In the lead up to the development of the interim 2019/20 statements, the Town again reviewed
the assumptions made within this declaration.

This review included a major review of historical development applications, the relevant Town
Planning Scheme (TPS) and Council meeting minutes from many years prior.

Of the amounts shown in 2018/19 the Unspent Grants/Contributions, were found to be related to
a direct contribution from a single developer in 2011/12, with the balance indicating what was
residual after expenses had been withdrawn.

The manner in which these funds were provided by the developer, and the conditions of the
Development Application at that time, did not provide, inthe Town6s opi ni on, suf fi ci
in the obligations to the Town to determine these to be contract liabilities.

The amount shown as Developer Contributions, was discovered to be direct deposits made by
the Council to the Parking Reserve fund, over the life of that fund, without any relevance at all to
any developer or any condition of approval, arising from a Development Application.

As such these funds are reflected in the restricted cash at bank statements (the Reserve Fund),
they are in no way related to AASB 15.

The last of the 3 items relates to cash in lieu of parking, which are contributions made by
developers as conditions of approval for Development Applications, in lieu of providing parking
on sire to satisfy the DA conditions, and the relevant clause of the Town Planning Scheme (clause
33.2).

Again, the conditions that were applied to the manner in which these funds were deposited, failed
to suggest sufficient specificity in the obligations to the Town to determine these to be contract
liabilities.

Ultimately the Town if of the opinion that AASB 15 is not applicable to these funds and as such
this should be reflected in the statements.

These conclusions were independently assessed and agreed with Moore Stephens who also
concluded that no declaration under AASB 15 was required.

The auditors confirmed that this conclusion and
however chose to retain reference to this standard on the Management letter.

AASB 1058

In respect to AASB 1058, during the interim audit, this was the subject of a number of questions
in respect to how this Standard applied to;

1 Pre-paid rates
f Volunteer activities of the AFriends of Lake
9 Contributions towards fixed assets

In respect to prepaid rates, as with the above standards, this issue was again the subject of a
number of questions during the interim audit.

In the 2018/19 audited statements, the Town made the following comment;
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Prepaid rates are, untl the BSxable =wnt for the rates has occurred, refundable at the reguest of the ratepayer. Therefors the raes

received in adwance give nse o 3 financial iability thatis within the soope of AASE 5. On 1 Juby 2015 the prepaid rates will be recogneed
&= & inancisl z===t and = related amount recognised 2= 3 inancial lizbilinyand no income recognised by the Town. When the Exable svent
opors the financial liabiliy will be extinguished and the Town will recognise income for the prepaid rates that have not been refunded

The practical application of this statement was through the processing of a journal, undertaken in
the same manner as it had been processed for a number of years.

In the development of the draft 2019/20 statements, the Town again reviewed this practice, and
with advice from Moore Stephens, the methodology used to bring the pre-paid rates to account
was varied considerably, however the outcome of this is that pre-paid rates will still be recognised
as a financial asset and a related amount as a financial liability.

As a result with respect to pre-paid rates, the comment in respect to AASB 1058 in the draft
2019/20 statements is intended to remain the same as 2018/19.

In respect to both Volunteer Activities and Contributions to Fixed Assets, both of these were the
subject of questions during the interim audit, and for these answers were provided.

The auditors confirmed that this conclusion and
however chose to retain reference to this standard on the Management letter.

It is also relevant to consider that the scope of this interim audit and its particular reference to
I nformation Technology was an industry wide audit

A similar such priority was placed on an audit of Human Resources 12 months ago, however as the
Town had been one of the local governments selected by the OAG for pre audit assessment (which
then informed the methods that would be applied in auditing other local governments), the interim
audit for 2018/19 did not include any content in respect to HR, as these matters had been satisfied
during the pre-audit assessment.

Discussion with the Director Governance and People has revealed that whilst there are considerable
matters raised within Items 1-12 in the Management Letter relating to Information Technology, many
of these matters are uniformly shared by many local governments following the recent interim audits
being completed.

Further, that the Director Governance and People and IT department had already undertaken a

review of the OAG audit findings in Information Systems Audit report 2020-Local Government
Entitesasagai nst the Townds information sysrésetmofthdf he OFf
2019 cycle of information systems audits at 10 local government entities. The report found that all

10 local government entities had significant shortcomings in their information security practices. And

that entities need to seriously consider these standards and the recommendations in this report to

improve information security practices and protect the confidentiality, integrity and availability of
information and systems.

The Town had already identified a number of gaps and prior to the audit, work had already
commenced within the IT department on formalising the relevant policies and procedures and
making business improvements. An additional part time staff member commenced on 18 August
2020, following an allocation for this during the budget process, to assist in completing this work.
This Officer joins 2 fulltime employees; a business systems analyst and a network systems
administrator.

Many local governments, in workshops that were held following the interim audit, raised concerns
that IT and resourcing standards applicable to very large Councils with comparatively unlimited IT
budgets are being applied to smaller local governments. It is hoped that through this feedback the
OAG will recognise that a uniform approach to some of these issues may simply not be possible or
achievable in a short period of time, due to funding and budget restrictions.
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PAST RESOLUTIONS
Audit and Risk Management Committee 8 May 2020;
That the Audit & Risk Management Committee notes the audit strategy for 2019-20.

FINANCIAL AND STAFF IMPLICATIONS
Resource requirements in respect to audit fees are in accordance with existing budgetary allocation.

POLICY AND STATUTORY IMPLICATIONS
Local Government Act 1995: Part 7 - Audit
Local Government (Audit) Regulations 1996: Cl. 9 - Performance of Audit; Cl. 107 Report by Auditor

COMMUNICATION / CONSULTATION

The Audit Plan as tabled by RSM Australia at the Audit and Risk Committee of 8 May 2020 outlined
that the interim audit report would be subject to engagement between the Auditors and the Town of
Claremont.

The report is therefore the result of these meetings being held and the feedback from the auditors in
respect to the interim audit.

STRATEGIC COMMUNITY PLAN

Leadership and Governance
We are an open and accountable local government; a leader in community service standards.

1 Manage our finances responsibly and improve financial sustainability.

URGENCY

To support the Audit timeline.

VOTING REQUIREMENTS

Simple Majority decision of Council (More than half the elected members present are required to
vote in favour).

OFFICER RECOMMENDATION

That the Audit and Risk Committee notes the interim audit report for the 2019-20 financial
year.
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1. INDEX OF FINDINGS 2. RATING
3. Significant | 4. Moderate | 5. Minor

6. Findings identified in the current audit

1. IT governancei policies and procedures 7. \% 8. 9.

2. NAV finance system i user access 10. V 11. 12.
management

3. Change management 13. VvV 14. 15.

4. Physical and environmental security 16. V 17. 18.

5. IT strategy and IT operational plan 19. 20. V 21.

6. Network - user access management 22. 23. V 24.

7. NAV database i user access 25. 26. V 27.
management

8. Business continuity and incident 28. 29. V 30.
management

9. Vulnerability management 31. 32. V 33.

10. Virus protection and security monitoring 34, 35. 36. V

11. Network password management 37. 38. 39. V

12. Impact of changes to accounting 40. Vv 41. 42.
standards

13. Reviews of financial management 43. 44, vV 45,
systems and procedures

46. Findings identified in prior audits

14. Borrowing reconciliations 47. 48. 49. V

15. Authorisation and review of journals 50. Vv 51. 52.
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KEY TO RATINGS

The ratings in this management letter are basedont he audit teambs assessme
concerns with respect to the probability and/or consequence of adverse outcomes if action is

not taken. We consider these potential adverse outcomes in the context of both quantitative

impact (for example financial loss) and qualitative impact (for example inefficiency, non-

compliance, poor service to the public or loss of public confidence).

Significant - Those findings where there is potentially a significant risk to the entity
should the finding not be addressed by the entity promptly.

Moderate - Those findings which are of sufficient concern to warrant action being
taken by the entity as soon as practicable.

Minor - Those findings that are not of primary concern but still warrant action being
taken.
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FINDINGS IDENTIFIED IN THE CURRENT AUDIT
1 IT governance - policies and procedures
Finding

During our audit we not ed t hat t he Townos 0OV €
management is not fully effective. We found that:

1 The Town does not have formal policies / procedures / guidelines / governance documents
for the following key IT functional areas or processes:

o Information and Data Classification
0 Acceptable Use of IT Systems

o IT Service Management

o IT Cyber Security

We also noted that formal documents maintained by the IT department are not appropriately
governed and outlined in a standard format.

Formally endorsed and up to date policies / procedures / guidelines / governance documents
help staff to support management expectations and governance structures of the Town of
Claremont.

Rating: Significant
Implication

There is a risk that informal or missing policies / procedures / guidelines / governance
documents may not be able to support the needs of the Town and staff may not be fulfilling
management expectations.

Recommendation
The Town should:

1 Review, approve and publish policies / procedures / guidelines and governance
documents as required and ensure that these documents are appropriately governed

9 Periodically review and update policies / procedures / guidelines and governance
documents following any relevant internal or external changes.

1 Relevant policies / procedures / guidelines and governance documents should be
documented.

Management comment
The Town accepts the recommendations.

The Town has independently and prior to this audit, reviewed the Information Systems Audit
Report 2020 i Local Government Entities (WA Auditor General). As a result the Town had
prior to this audit commenced drafting the following:

{1 Information Technology Policy Framework;

71 Information Technology i Governance Policy;

1 Acceptable Use of Information Technology Policy;
f

Information Security Policy;
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1 Information Technology Continuity and Disaster Recovery Plan.

The Town has prior to this audit employed an additional staff member in IT to dedicate more
resources to preparation of policies and procedures and to expedite the process.

The Town is also reviewing its IT assets and preparing a strategic plan for Executive approval.

Responsible person: Director Governance & People
Completion date: The drafting of policies and procedures has already commenced.

30 June 2021 for completion and approval of policies and procedures.
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2 NAV finance system i user access management
Finding

We found the following relating to the user management of the MS Dynamics NAV finance
system:

1 5 out of 7 administrative accounts are assigned to functional users from the finance
department. For example, finance manager, finance officer and coordinator finance. This
privileged access could lead to potential segregation of duties conflicts.

1 The Town does not have a formal application access management policy or procedure in
place to perform periodic user access reviews for active network administrator and user
accounts.

1 Athough t he Towndés MS Dynamics NAV finance syste
activities, we found these are not actively monitored or reviewed.

1 2 out of 5 generic accounts were still active that should have been disabled. We
acknowledged that these accounts were disabled by the Town after it was identified during
the audit.

Appropriate application of the Townbés processes
hel ps to prevent i nappropriate or unauthorised
information.

Rating: Significant

Implication

There is an increased risk of inappropriate or
and information. This could breach segregation of duties requirements, impacting
confidentiality, integrity and availability oft he Townés systems and i nfor m

Recommendation
In relation to the MS Dynamics NAV finance system, the Town should:

1 Develop, document and implement a formal application account management and review
process and policy.

1 Regularly review and monitor user access (including administrative accounts) to the
application to ensure it is still appropriate and needed. Appropriate records of these
reviews should be retained and accounts not needed should be removed or disabled.

1 Implement a process to ensure that generic user accounts are provisioned, reviewed and
terminated.

1 Implement an effective process to regularly review the segregation of duties within the
system. This process should ensure roles and privileges, which have been assigned, are
appropriately segregated and privileged access should be restricted to IT staff and not be
used for business as usual activities by operational / finance staff.

Management comment:
The Town accepts the following recommendation:

91 Develop, document and implement a formal application account management and review
process and policy.
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The Town has prior to this audit employed an additional staff member in IT to dedicate
more resources to preparation of policies and procedures and to expedite the process.
With regards to the following recommendations:

1 Implement a process to ensure that generic user accounts are provisioned, reviewed and
terminated.

1 Regularly review and monitor user access (including administrative accounts) to the
application to ensure it is still appropriate and needed. Appropriate records of these
reviews should be retained and accounts not needed should be removed or disabled.

All requests are recorded through the IT service requests. The IT team will formalise this
process.

1 Implement an effective process to regularly review the segregation of duties within the
system. This process should ensure roles and privileges, which have been assigned, are
appropriately segregated and privileged access should be restricted to IT staff and not be
used for business as usual activities by operational / finance staff.

Access to NAV is more broadly controlled by Active Directory (AD). If an account is inactive
within AD, then that account cannot access NAV irrespective of the access level defined
within NAV. This applies to generic accounts, which are only used for vendor support or
training purposes. Vendor access is controlled via AD, with short-termed passwords
provided for the duration of a support activity.

At the time of the audit, of the 7 staff with transaction permissions defined by the group
AFinanceo, two were Executives, two were from
the operational Finance Team (as identified above). The Finance team only comprises 3

team members.

The Town perceives no issues with segregation of duties within such a small team (3
people) and this access is required from an organisational and practical perspective.

All permissions are removed immediately a staff member is terminated, via AD as detailed
above.

All staff are denied access upon completion of their engagements (the same applies to
third party support staff). The Town will formalise the engagement/disengagement
process.

Responsible person: Director Governance & People
Completion date: The drafting of policies and procedures has already commenced.

30 June 2021 for completion and approval of policies and procedures and formalising of
existing practices.
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3 Change management
Finding

The following weaknesses were identified during our review of IT systems change
management framework and procedures:

1 The Town does not have a formal change management framework and procedures for
managing system or application changes.

T Changes are not consistently managed [/ recor de
portal, which may result in changes not being recorded.

91 During our review of a project update report, which outlines all business system upgrades,
we could not ascertain if these upgrades had been performed as no evidence of upgrades
are maintained.

An effective change management framework and procedures can help guide the Town on how
to effectively backout from unsuccessful IT system changes, and manage the risk of
unplanned downtime or loss of information.

Rating: Significant
Implication

Failure to have a formal change management framework and procedures, increases the risk
of the Town experiencing significant inconsistencies in its change management process with
possibility of errors and unauthorised changes to the network and applications.

Recommendation

The Town should implement a formal change management framework and procedures to help
ensure:

1 Changes are appropriately reviewed, approved and have a risk and impact
analysis performed.

Release and back out plans are defined for promoting new versions into production.

That the test environment reflects the production environment as appropriate and that the
test environment is isolated.

User Acceptance Testing (UAT) and stress tests are performed.

Changes into production are segregated from development personnel and restricted
to authorised users.

1 Post-implementation reviews are performed and documented as required.
Management comment

These recommendations are acknowledged. The Town will assess its Change Management
needs against the ITSM framework, and will formalise a Change Management process that is
practical and manageable for the Town bearing in mind risk, budget and size.

Responsible person: Director Governance & People

Completion date: Investigation promptly and completion by 30 June 2021.
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4 Physical and environmental security
Finding

During the audit, we noted that the Town has not formally documented its policies or
procedures for the management of physical and environmental security at the primary and
secondary data centre locations.

We found the following deficiencies in the physical and environmental security management
of the datacentre located at the Council building:

9 Closed Circuit Television (CCTV) cameras are used within the building entrance, but not
to monitor the server room.

The server cabinets are not locked and secured.
No raised floors or water flooding mechanisms are in place to protect equipment.

No fire extinguisher or fire suppression system is installed within the server room.
However, a fire extinguisher is located outside the server room.

1 Theserver room is constr wcatldd nlgywy oD edastdiebr|ad
items placed in the server room (e.g. suitcase, Christmas reef, box files and wooden
boards/planks).

1 The air conditioning unit utilised as the main cooling system is powered from the main
circuit with no backup power or monitoring.

No server room access logs are kept for visits to the server room.
No fire instructions or emergency contact numbers are available in the server room.

Server room wiring and cables are not protected and organised.

= =4 =4 =4

The Disaster Recovery site and primary server room are located within 1 kilometre from
each other increasing the risk of both sites failing during a disaster.

Appropriate physical and environmental controls will help the Town prevent its systems from
unauthorised access and potential failures while maintaining confidentiality, integrity and
availability of its critical systems and resources.

Rating: Significant
Implication

Without appropriate controls in place to manage the physical and environmental controls,
there is an increased risk of inappropriate, unauthorised access and potential failure of critical
hardware to support key infrastructure or systems. This could impact the confidentiality,
integrity and availability ofthe Town és systems or i nformation.

Recommendation
The Town should:

1 Formally document its policies or procedures for the management of physical and
environmental security at the primary and secondary data centre locations.

1 Investigate and implement appropriate physical security measures to protect the
datacentre against unauthorised access and damage.
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1 Investigate and implement appropriate environmental measures to protect physical
sites and the datacentre against environmental threats and damage.

1 Consider relocating the disaster recovery site to ensure availability when required.

Management comment

The Town accepts the following recommendations:

1 Formally document its policies or procedures for the management of physical and
environmental security at the primary and secondary data centre locations.

The Town has prior to this audit employed an additional staff member in IT to dedicate
more resources to preparation of policies and procedures and to expedite it.
With regards to the following recommendations

1 Investigate appropriate physical security measures to protect the datacentre against
unauthorised access and damage.

1 Consider relocating the disaster recovery site to ensure availability when required.

The primary server room is locked and access is restricted only to master key holders, e.g.
Executives, IT and Building Management. Access is not currently monitored. The Town
will create a log recording external visitors access to the server room (to be accompanied
by Town staff).

The secondary server room is not secured in its own right, but is within a secure building.
The Town will investigate options for greater level of access control to the secondary
server site.

Further security measures for both rooms will be investigated. The Town will assess
security measures bearing in mind risk, budget and operations.

Fire instructions and emergency contact numbers will be displayed in the server room.

In relation to the suggestion to move the secondary server room, it is to be noted that its
DR capabilities include having redundant servers, redundant RAID 6 storage devices,
redundant UPS, and three levels of backups are held across two locations, with one being
off-site.

Although the two server sites are within a kilometre of each other, they are on separate
power grids. The Town will investigate alternative locations bearing in mind risk, budget
and operations.

1 Investigate and implement appropriate environmental measures to protect physical
sites and the datacentre against environmental threats and damage.

The comments regarding flooding and fire relate to the buildings in general, and should be
considered in a wider context, that of business continuity. The Town has a business
continuity, disaster recovery plan and an approved record keeping plan.

The Town is currently reviewing its IP WAN, server load sharing and failover capabilities.

The Town will assess environmental measures bearing in mind risk, budget and
operations.

Responsible person: Director Governance & People

Completion date:
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The drafting of policies and procedures has already commenced.

30 June 2021 for completion and approval of policies and procedures and further investigation.
5 IT strategy and IT operational plan

Finding

We noted that the Town does not have an up to date IT strategic or IT operational plan, which
are aligned to the overall business strategy. We acknowledge that the Town has developed
an annual IT budget. However, the IT budget does not reflect clear alignment with the

objectives detailed in the Townbés business strat
An effective |I T strategy and | T operational pl an
and associated budget are aligned with the Townbod
the likelihoodof achi eving the goals set out in the Towr

Rating: Moderate
Implication

Failure to have an effective I T strategy and | T
IT function not being fully aligned with its business strategies and may result in sub-optimal
achi evement of the Townds business objectives.

Recommendations

The Town should develop, document and regularly review its IT strategy and IT operational
plan to ensure clear alignment wi ttitmal bbieetived o wn 6 s
and requirements.

Management comment:
The Town accepts this recommendation.

The Town has prior to this audit employed an additional staff member in IT to dedicate more
resources to preparation of policies and procedures and to expedite it.

Responsible position: Director Governance & People
Completion date: The drafting of policies and procedures has already commenced.

30 June 2021 for completion and approval of policies and procedures.
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6 Network i user access management
Finding
Wenoted the following weaknesses in the Townds n

1 The Town does not have a formal network access management policy or procedure which
requires periodic user access reviews for active network administrator and user accounts.

T Although the Townds network is configured to i
these logs are not actively monitored or reviewed.

9 81 out of 259 active network user accounts have not logged into the systems in the last 6
months of which:

0 65 are generic accounts
0 16 are specific users

f 3 out of 259 active network users were active
the current employee list. We acknowledged that these accounts were disabled by the
Town after they were identified during the audit.

T 1 out of 42 terminated employees was stil/l ac
user was not active in the MS Dynamics NAV finance system.

T While reviewing 63 active generic [/ default us
found:

o 1 generic account was still active that should have been disabled. We acknowledged
that this account was disabled by the Town after it was identified during the audit.

0 7 generic accounts where the need or purpose of these accounts could not be
determined and are under review.

0 7 new generic accounts were created within the Active Directory (AD) during the audit
period, without relevant evidences for request and approval.

Appropriate processes to manage network user accounts, helps to prevent inappropriate or
unaut horised access to the Townds | T systems and

Rating: Moderate
Implication

Without appropriate user access management controls in place there is an increased risk of
i nappropriate or unaut hor i s e dandirfocmatios. Thisa@ould he Tow
i mpact the confidentiality, integrity and avail a

Recommendations
The Town should:

1 Develop, document and implement a formal network account management process and
policy.
1 Regularly review and monitor user access (including administrative accounts) to the

network to ensure it is still appropriate and needed. Appropriate records of these reviews
should be retained and accounts not needed should be removed or disabled.
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1 Implement a process ensure that generic user accounts are provisioned, reviewed and
terminated.

Management comment:
The Town accepts the following recommendations

7 Develop, document and implement a formal network account management process and
policy.

The Town has prior to this audit employed an additional staff member in IT to dedicate
more resources to preparation of policies and procedures and to expedite it.

With regards to the following recommendations:

1 Regularly review and monitor user access (including administrative accounts) to the
network to ensure it is still appropriate and needed. Appropriate records of these reviews
should be retained and accounts not needed should be removed or disabled.

1 Implement a process ensure that generic user accounts are provisioned, reviewed and
terminated.

All requests are recorded through the IT service requests. The IT team will formalise and
record this process better.

All staff are denied access upon completion of their engagements (the same applies to
third party support staff). The Town will formalise the engagement/disengagement
process.

Responsible position: Director Governance & People
Completion date: The drafting of policies and procedures has already commenced.

30 June 2021 for completion and approval of policies and procedures and formalising of
existing practices.
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7 NAV database - user access management
Finding

We found the following relating to the user management of the MS Dynamics NAV Database
system:

1 The Town does not have a formal database access management policy or procedure to
manage endpoint devices and remote port configurations.

1 The Town does not have a formal periodic user access review process in place for active
database administrative user accounts.

9 The current server version installed by the Town is outdated (SQL Server 2012 standard
edition) and will soon be unsupported by the vendor.

T 8 extended stored procedures are not restrict
public users. This will allow SQL server users to execute functions external to the server
increasing the risk of users gaining unauthorised access to the operating system or
changing security information including the registry for Windows NT operating server
administrative password for the database

1 16 database administrative / privileged users accounts of which:

o0 2 where the need or purpose of these accounts could not be determined and are under
review.

0 2 administrative accounts have not changed their passwords in the last 6 months.

Appropriate database user access management cont
I' T systems and ensure confidentiality, integrity

Rating: Moderate
Implication

Without appropriate processes to manage database security procedures, including the
number of administrative accounts within the database environment, there is an increased risk
of inappropriate or unauthorised access to the T
impactt he confidentiality, integrity and availabil:]

Recommendation
In relation to the Dynamics NAV Database system, the Town should:

91 Develop, document and implement a formal database account management and review
policy and procedures.

Consider upgrading to latest database versions to ensure adequate database protection.

Review and implement relevant security controls within the database system, which should
include:

o Limit and restrict database users as appropriate.

o0 Periodically review user access and activities performed.

0 Restrict access of registry extended stored procedures to administrative accounts.
o]

Implement a password revision and reset policy for all database and administrative
accounts.
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Management comment

The Town accepts the following recommendations:

T

Develop, document and implement a formal database account management and review
policy and procedures.

Consider upgrading to latest database versions to ensure adequate database protection.

The Town is in the process of upgrading to the latest version of Business Central using a
difference service provider. The Town will ensure that all accounts are justified and
documented in the new environment.

Review and implement relevant security controls within the database system, which should
include:

o Limit and restrict database users as appropriate.

o Periodically review user access and activities performed.

0 Restrict access of registry extended stored procedures to administrative accounts.
0

Implement a password revision and reset policy for all database and administrative
accounts.

The Town has two IT staff that have Administrator access to the NAV SQL databases. The
remaining accounts are service accounts either used by NAV itself, or to facilitate
interfaces to other application systems.

Responsible person: Director Governance & People

Completion date:

The drafting of policies and procedures has already commenced.

30 June 2021 for completion and approval of policies and procedures.

The upgrade to Business Central is scheduled for later this year.
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8 Business continuity and incident management
Finding

We identified that the Townds business continuit
not fully developed and may not be effective.

Business continuity
During the audit we found:
1 The Town does not have a Disaster Recovery Plan.

1 The Town has not conducted or scheduled any disaster recovery or business continuity
testing.

1 The Town has not provided training to ensure the effectiveness of its business continuity
procedures.

1 Although the Town has a backup plan in place, the plan has not been formally reviewed
and endorsed.

Incident management
During the audit we found:

1 The Town has not performed a Business Impact Assessment and does not have
documented policies or procedures for incident management or response processes.

1 Roles and responsibilities for information security incident management have not been
defined, security incident response testing is not performed and incidents are not tracked
and documented for future reference.

With appropriate business continuity arrangements, the Town can enhance its ability to
effectively recover critical services in line with business requirements without affecting its key
operations and business functions to its internal and external clients.

Rating: Moderate
Implication

Failure to have appropriate continuity arrangements, increases the risk of the Town not being
able to recover critical services in a timely manner, in line with business requirements. This
could affect the Townds ability to provide key

Recommendation
The Town should:

1 Document, review, approve and publish its business continuity and incident management
arrangements.

1 Perform and document a Business Impact Assessment to identify the recovery
requirements of the business in the event of an incident for the Town to continue to meet
its objectives.

1 Develop, review and endorse a Disaster Recovery Plan. To help maintain the
effectiveness of the Disaster Recovery Plan, it should be regularly reviewed and tested.

9 Conduct regular training to ensure optimisation of its business continuity and incident
management arrangements.
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91 Develop, document and implement a formal incident management policy and procedures.
Management comment

The Town has a Business Continuity Plan and Emergency Management Procedures.

The Town accepts the following recommendations:

1 Document, review, approve and publish its business continuity and incident management
arrangements.

1 Perform and document a Business Impact Assessment to identify the recovery
requirements of the business in the event of an incident for the Town to continue to meet
its objectives.

91 Develop, review and endorse a Disaster Recovery Plan specific. To help maintain the
effectiveness of the Disaster Recovery Plan, it should be reviewed and tested.

1 Conduct training to ensure optimisation of its business continuity and incident
management arrangements.

1 Develop, document and implement a formal incident management policy and procedures

The Town has commenced the development of an IT Disaster Recovery Plan that will dovetall
into the broader Business Continuity Plan. Once complete, a full test will be scheduled.

Responsible person: Director Governance & People
Completion date:
The drafting of policies and procedures has already commenced.

30 June 2021 for completion and approval of policies and procedures.
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9 Vulnerability management
Finding
During our audit we found that:

1 The Town does not have formal vulnerability management policies, processes or
procedures in place to outline the requirement to conduct regular vulnerability
assessments.

1 There is no documented policy or process in place to ensure that system updates and
security patches to known vulnerabilities are installed consistently and regularly.

However, we acknowledge that the Town performs regularly upgrade of its operating,
application and database environment but this is not a formal process to ensure successful
and accurate upgrades.

Effective vulnerability management policies, processes and documented procedures help
manage the Townédés risk not being able to
posture.

Rating: Moderate
Implication

Failure to have effective vulnerability management policies, processes and procedures
increases risk that the Town will not be able to maintain an effective and secure cyber security
posture. This could lead to potential cyber breaches, downtime, and loss / exposure of critical
systems or information.

Recommendation

The Town should define, document and implement vulnerability management policies,
processes and procedures. These should include the requirement for periodic security testing,
vulnerability assessments and processes to mitigate identified security weaknesses or
improvements.

Management comment
The findings identify that the Town keeps its devices patched and protected.
Operating system and anti-virus updates are frequent and irregular.

The Town has just installed a new firewall and VPN software.

Responsible person: Director Governance & People

Completion date: Ongoing review.
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10 Virus protection and security monitoring
Finding

We found that the Towno6s s amndwiruspteyentimmmanagement ng, an
processes needs improvement:

I The Town does not have a formalised security event monitoring and review process in
place to identify, review or monitor user activity or security events.

1 The Town does not have a formalised anti-malware policy or procedures in place to review
and monitor virus and malware protection.

We acknowledge that the Town has an updated virus protection tool in place. However, we
found that 1 out of 142 active endpoint systems did not have the virus protection enabled.

Effective security monitoring, virus protection and security management policies, processes
and documented procedures help manage the Townbod
effective and secure cyber security posture.

Rating: Minor
Implication

Without effective network security devices, system logging and proactive monitoring of
malicious activities and viruses within the network and key application systems, the Town may
not be able to prevent, detect and react to security events or potential breaches in a timely
manner.

Recommendation
The Town should:

1 Develop, document and implement a formal anti-malware and virus management review
policy and procedures.

1 Document and formalise processes to monitor and review system security event logs.

Regularly review and implement up to date anti malware technology on all systems.

Management comment:
The Town accepts the following recommendations:

91 Develop, document and implement a formal anti-malware and virus management review
policy and procedures.

In relation to the following recommendation:
1 Document and formalise processes to monitor and review system security event logs.
1 Regularly review and implement up to date anti malware technology on all systems.

Anti-virus software can only be installed when a device is switched on. The 1 out of 142
devices was updated as soon as it came back on-line.

The Town uses Sophos anti-virus software at two levels:

1 Inthe cloud, to scan and potentially block all incoming, external emails.
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1 Locally, to scan for viruses, etc. on devices. If anything is detected, Sophos triggers and
email to the IT Administrator email account.

IT are aware of any suspicious activity.

IT were unable to provide a local-level email sample during the audit since no suspicious
activity had been detected.

Responsible person: Director Governance & People

Completion date: 30 June 2021 for completion of policies and procedures.
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11 Network password management

Finding

During our review of the Townds password managen
1 The Town does not have a formal policy that requires strong password settings.

1 Password parameters <conf i gur e drectony) are ma fullf o wn 6 s
aligned with good practise relating to password length, expiry, and history.

Effective password management policies, processes and procedures helps the Town to
maintain an effective, secure IT environment.

Rating: Minor
Implication

Without adequate password management protocols and procedures, there is an increased
risk of unauthorised access or compromises to network and system security. The network and
systems may become susceptible to potential security breaches, such as password cracking,
brute force or social engineering attacks.

Recommendation

The Town should develop, document and implement a formal password management policy
and ensure it aligns to better practice guidelines.

Management comment

The Town accepts the recommendation.

The Town will deploy stricter password complexity rules.
Responsible person: Director Governance & People

Completion date: 30 October 2020 for stricter password complexity rules and guidelines for
staff.

30 June 2021 for completion of policies and procedures.
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12 Impact of changes to accounting standards

Finding

Several significant changes have occurred to Australian Accounting Standards, which are
applicable to the Town in 2019-20 financial year. However, during the audit it was noted that

the Town has not finalised its assessment of the implication of the following new accounting
standards for the 2019-20 financial year:

Y AASB 16 Leases;
9 AASB 15 Revenue from Contracts with Customers; and

 AASB 1058 Income of Not-for-Profit Entities
Rating: Significant
Implication

Failure to be ready and prepared for these new accounting standards could delay the timely
preparation of the annual financial report and cause additional audit work resulting in
increased audit costs associated with these new standards. The implication also includes non-
compliance with the new accounting standards and the resulting misstatement in revenue and
disclosure deficiency for AASB 16.

Recommendation

The Town should complete its assessment of the impact of the new accounting standards and,
if required, seek external consultation to reduce the risk of delays and additional costs. The
assessment should include detailed revenue recognition amount, measure the impact on
adoption of the new AASBs and process the appropriate adjustments in the accounts.

Management comment
These assessments have now been completed and addressed.

Subsequent to the initial interim audit findings, the Town spent considerable time reviewing
prior year assumptions, and how particular matters were recorded in the Notes to the Annual
Financial Statements.

These reviews resulted in significant changes being made to the manner in which matters
were recorded relative to AASB 15,16 and 1058, findings that were independently ratified by
accounting advice and assessed and agreed by the Auditors as appropriate.

Responsible person: Andrew Smith, Director, Infrastructure and Financial Management

Completion date: Completed
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13 Reviews of financial management systems and procedures

Finding

Regulation 5(2)(c) of the Local Government (Financial Management) Regulations 1996
requires the Chief Executive Officer to undertake reviews of the appropriateness and
effectiveness of the financial management systems and procedures of the Town regularly (and

not less than once in every three financial years) and report to the Town the results of those
reviews.

During the audit it was noted that the most recent regulation 5(2)(c) reviews were undertaken
in June 2015.

Rating: Moderate
Implication

Failure to comply with regulation 5(2)(c) of the Local Government (Financial Management)
Regulations 1996 increases the risk of the Town having inappropriate financial management
systems and ineffective procedures.

Recommendation

In accordance with regulation 5(2)(c), the Town should undertake the Regulation 5(2)(c)
reviews as soon as possible to ensure the appropriateness and effectiveness of the financial
management systems and procedures.

Management comment
This is acknowledged. The town has not complied with the provision of Regulation 5(2)(c) in
respect to the review of financial management systems.

In response to this finding the Town has immediately developed a Scope of Works to
undertake this review in the immediate term.

Responsible person: Andrew Smith, Director, Infrastructure and Financial Management
Completion date: 31 March 2021
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14 Borrowing reconciliations
Finding
Regular reconciliations of subsidiary ledgers to the general ledgers in the finance systems are

a key control for helping to ensure that financial data is completely and accurately reflected in
the general ledger and that financial reports present a true and fair view.

During our audit we noted that the borrowings subsidiary register has not been reconciled to
corresponding general ledger control account since 30 June 2019.

A similar finding was raised during the 2018-19 financial audit and the following management
comment was received:

53. 2018-19 Management Comment

54. With only five loans, all of with semi-annual payments, quarterly reconciliations might be
considered excessive with no real benefit provided.

55. Borrowing reconciliations are performed at the end of each financial year and checked against
the loan outstanding report provided by our (only) lender.

56. Forecast of borrowing movements and interest between the beginning and the end of the
current financial year is also performed at budget preparation time.

57. We propose to now include a second borrowings reconciliation as part of our mid-year review
process

58. Responsible Person: Hitesh Hans
59. Completion Date: 18 June 2019
Rating: Minor
Implication

Failure to regularly review and reconcile the borrowings subsidiary ledger to the general ledger
in the finance systems can result in errors or omissions being undetected for a long period
and increase the risk of misstatepangnt s i n

Recommendation
To help ensure the balance of the Townds

t he To

borr ow

|l edger and the Townds periodic financial reports

reconciliations of the borrowings subsidiary ledger to the general ledger in the finance
systems.

Management comment

The Town only has 5 loans all of which are held with WATC, upon which payments are made
6 monthly. The current practice of annually reconciling the loan statement was considered
appropriate, given the low number of transactions that occurred during the year, however
changing this to a 6 monthly reconciliation to correspond with the payment frequency is
recognised and will be adopted.

Responsible person: Andrew Smith, Director, Infrastructure and Financial Management

Completion date: Immediate
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FINDINGS IDENTIFIED IN PRIOR AUDITS
15 Authorisation and review of journals
Finding

During our audit, we noted that there is no evidence to show that journal entries are subject to
independent authorisation and review by an independent officer.

A similar finding was raised during the 2018-19 financial audit and the following management
comment was received:

60. 2018-19 Management Comment

61. Typically most journals relate to adjusting incorrect cost allocation, accruals and end of month
journals. We have and can demonstrate that journals are currently being reviewed by two officers
(Finance Officer/Senior Finance Officer and Manager Finance) electronically.

62. To address evidence concerns, the process has been amended to record the name and date
of the officers on these electronic documents. A second layer of review will also be added through
the monthly submission of the journals through our records system, to the Director Corporate and
Governance.

63. Responsible Person: Hitesh Hans

64. Completion Date: 18 June 2019

Rating: Significant

Implication

Accounting journals can represent significant adjustments to previously approved accounting
transactions and should therefore be appropriately authorised and reviewed. If journals are
not independently reviewed or supported by appropriate documentation or calculations, there

is an increased risk that unauthorised journals can be processed, and funds could be
misappropriated, or financial reports exposed to the risk of fraud.

Recommendation

To help maintain the integrity of the accounting information, journal entries should be
authorised prior to posting and reviewed by an independent officer after posting. Evidence of
the authorisation and review should be retained.

Management comment

It is acknowledged that this commitment was provided in the prior financial year yet not
undertaken or completed as committed.

Steps have been taken since the interim audi

letter item being provided that have sought to address these issues and the manner in which,
and the over use, of general ledger journals.

Many of these issues appear to relate to the structure of the GL accountings systems in place
that has created an obligation to process journals to reflect transaction types. This is clearly
an undesirable practice and the Town will work actively to resolve this practice.
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Responsible person: Andrew Smith, Director, Infrastructure and Financial Management
Completion date: 30 June 2021
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6.2 UPDATE ON REGULATION 17 AUDIT RECOMMENDATIONS

File Number: GOV/00054, D-20-22807

Author: Bree Websdale, Director Governance and People
Authoriser: Liz Ledger, Chief Executive Officer

Attachments: 1. Regulation 17 Report

2. Public Interest Disclosure lodgement form
3.  Compliance Management Calendar

PURPOSE

To provide the Audit and Risk Committee with an update on the recommendations from the audit
undertaken pursuant to Regulation 17 of the Local Government (Audit) Regulations 1996.

BACKGROUND

Local Government (Audit) Regulations 1996, Regulation 17 prescribes a number of matters that are
to be reviewed by a local governments Audit and Risk Management Committee.

Regulation 17 provides:

(1) The CEO is to review the appropriateness
systems and procedures in relation to 0

(a) risk management; and
(b) internal control; and
(c) legislative compliance.

(2) The review may relate to any or all of the matters referred to in subregulation (1)(a), (b)
and (c), but each of those matters is to be the subject of a review not less than once in
every 3 financial years.

(3) The CEO is to report to the audit committee the results of that review.
The review was conducted by consultant, Avant Edge Consulting.

A copy of the report dated 21 May 2020 is attachment 1.

The report outlined 16 improvement opportunities for the Town. This report sets out progress of the
Town on a number of the findings.

DISCUSSION
Risk Register

Findingl:Need t o Updat e t h|Recommendation
Register

The Town has in place a risk management | The Townds integrated
system (a process by which both strategic and | and completed as soon as possible and
operational risks are identified for ongoing | regularly reviewed to ensure any new strategic
management and review) via the establishment | and operational risks to the Town can be

of an integrated risk register. However, the risk | identified and appropriate actions put in place
register was last updated in August 2018 and is | to mitigate such risks.

not fully completed and now requires updating.
Also, that the updated and completed
integrated risk register should be presented at
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the Audit and Risk Management Committee for
approval on an annual basis.

The Townds govV e r-ordimatoreomanended oni2& Jkly 2020. The position was vacant
between 4 June and 28 July 2020.

A risk policy and procedures review has been commenced.

The following documents have been reviewed and revised to ensure consistency and ease of use
for users as well as integrating their use into business:

1 LG534 Risk Management Policy;
91 Integrated Risk Management Framework;
1 Risk Matrix.

A draft Risk Management Plan template has also been prepared which reflects the updates to the
above risk documents. All documents will be presented to the Executive Team for review and then
the Audit and Risk Committee for approval.

The documents will then be reviewed at least annually.

The risk register will be reviewed and updated once the governing documents are approved.

It is also intended to provide further training to staff on Risk and preparing risk assessments.

Policies

Finding 14: Need to Update the Town Policy | Recommendation
Manual

The policy manual does not provide appropriate | The Town, via the Governance unit review the

policy guidance in regards to the following key | Townés Pol icy Manual

processes: processes and any other policies that have
been identified as part of this review report

1 Complaints Management that need to be incl

1 Risk Management Manual.

1 Cash Receipting and Banking

1  Legislative Compliance Complaints Management

Risk Management
Cash Receipting and Banking
Legislative Compliance

E I I

Finding 2: Need to Develop a Fraud Prevention | Recommendation
Policy

The Town does not curren|The Town develop a for
Prevention Policyo or a fAPolicyd and guidelines
policy would outline the importance and responsibility | the occurrence of fraud and to report suspected
that all staff have in the Town have in ensuring that | fraud.

fraud is prevented through proper adherence and

compliance with existi ng | The Town also give consideration to developing a

AWhistl e Bl ower Policy9
We understand that the Town is currently in the | protect staff confidentiality when staff need to
process of developing such policies report suspected fraudulent activity.
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A detailed review of the entire Policy manual is in progress by the governance team in conjunction
with appropriate business units. This involves a review of current policies and preparation of new
policies.

Once finalised, the entire policy manual will then be reviewed by the executive team before being
presented to Council (scheduled for late November or December 2020).

The governance team review the policy manual at least annually.
The policy manual will include the recommended policies:

1 Complaints Management. A draft has been prepared.

1 Risk Management. A draft has been prepared as well as an Integrated Risk Management
Framework and Risk Management Plan template (referred to above).

1 Compliance. A draft has been prepared.

1 Cash Receipting and Banking. The existing, Banks Accounts Policy LG530 will be reviewed

and update as required.

1 Fraud Prevention. A draft is underway. Information covering pragmatic fraud controls are
currently being considered for inclusion.

1 A Public Interest Disclosures Palicy has been prepared and includes whistle-blower subject
content within a single document.

The Townébés website has been updated to include t
Interest Disclosure

The Public Interest Disclosures Act 2003 facilitates the disclosure of public interest information and
provides protection for those making such disclosures and those who are the subject of disclosures.
The Town of Claremont is committed to the aims and objectives of the Public Interest Disclosure
Act.

The Town does not tolerate corrupt or other improper conduct, including mismanagement of public
resources and strongly supports disclosures being made in respect of conduct which is potentially
corrupt or otherwise improper. The Town will take all reasonable steps to provide protection to
anyone who makes such disclosures from any detrimental action in reprisal for the making of a public
interest disclosure. Public interest disclosure is a disclosure which is made by a person who
discloses to a proper authority (in local government that is the Public Interest Disclosure (PID)
officer), information which tends to show past, present or proposed future wrongdoing by a public
body when performing a public function. The Public Interest Disclosure Act 2003 facilitates the
disclosure of public interest information by providing protection for those who make disclosures and
those who are the subject of disclosures. You can make public interest disclosures (PID) about
improper conduct in public authorities that include State government agencies and departments,
local governments (including the Town of Claremont), and bodies established under a written law for
a public purpose, such as a public university.

Who can make a disclosure?

Any person can make a disclosure if they believe something is wrong with the way a public body
has acted, is acting or is going to act. A disclosure is more than a general complaint or
dissatisfaction with a service or a decision, and it is more than a personal grievance. In order to be
covered by the Act, the information needs to relate to a matter of public interest. You should also
consider whether you have reasonable grounds to believe the information you are thinking of
disclosing is true, or otherwise you believe it to be true.

What should be disclosed/reported?
A disclosure must show the public body's involvement in one or more of the following:
1 Improper conduct;
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An act or omission that constitutes an offence under State Law including corruption;

Substantial unauthorised or Irregular use of, or substantial mismanagement of, public

resources;

1 Conduct that involves a substantial and specific risk of injury to public health, prejudice to
public safety or harm to the environment.

1 A matter of administration that can be investigated under Section 14 of the Parliamentary

Commissioner Act 1971.

= =4

Before making a disclosure, it is important that you are aware of the rights and responsibilities
imposed on disclosers and others under the Act. It is a serious offence to make a disclosure that you
know or suspect is false, trivial, vexatious, misleading or tied to any personal agenda. If you know
the information in the disclosure is false or misleading, or you are reckless about the information, it
will be considered an offence and could attract a penalty of $12,000 or one year of imprisonment. If
you choose to make your disclosure under the Act you must ensure you do not discuss the matter
with anyone other than the PID Officer or the person conducting the investigation. You may lose your
immunity under the Act and breach the confidentiality provisions which may incur a penalty if you
do.

How to make a disclosure

Before making a disclosure you should contact the PID officer to find out more about:
1 how to make the disclosure and who you should disclose to;

1 your rights and responsibilities;

1 the protections that will apply; and

1 whether the information you have is covered by the Act.

The Town of Cl aremont 6s PI D officer details are

Bree Websdale, Director Governance and People
Town of Claremont

308 Stirling Highway, Claremont, WA 6010

PO Box 54 Claremont WA 6910

ph +61 8 9285 4300
bwebsdale@claremont.wa.gov.au

On receipt of a disclosure of public interest the PID Officer shall comply with its obligations under
the Act. For further information regarding Public Interest Disclosures please see the Public Sector
Commission website.

The public interest disclosure lodgement form is attached (Attachment 2).

Itis also intended to provide further staff training and guidance on Whistle Blowing, Fraud Prevention
and Public Interest Disclosure.

Compliance Checklist

Finding 15: Need to Develop a Legislative | Recommendation
Compliance Checklist

The Townos current | | The Governance unit give consideration to
program could be improved. develop various legislative compliance
program checklists which can be distributed to
The Town currently relies on the annual | the applicable operational areas for them to
Compliance Audit Return (CAR) and the | undertake a self-compliance assessment, say
Comprehensive Compliance Register to identify | on an annual basis of their compliance level.
and monitor compliance.
Once completed the legislative compliance
program compliance checklists should be
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Although the (CAR) and the Comprehensive
Compliance Register are appropriate to assess
legislative compliance, it does not cater for all the
legislative areas that require compliance under
the Local government Act 1995, the Local
Government (Functions & General) Regulations

signed-off by the relevant operational
Managers and their Director as evidence that
they have undertaken the compliance checks
and that any non-compliance matters have
been actioned and returned to the
governance area.

1996 and the Local Government (Audit)
Regulations 1996.

A detailed compliance calendar review has been undertaken. This has incorporated best practice
guidance from WALGA into the existing compliance activities undertaken by the Town.

Compliance activities are shared with the functional responsible person each month to monitor
completion/compliance and also to maintain a central register. Attachment 3 is a copy of the
compliance calendar.

Procurement

Findings 3, 5 and 6 all relate to procurement.

Finding 3: Need for Centralised Procurement | Recommendation

Monitoring

The Town, via possibly the Governance area,
give consideration t
Expenditure > $50, (

The Townds procurement
and as such all procurement decisions and
actions are managed by the various operational

areas based on their procurement needs. | cumulative report should be obtained from the
Al t hough t he T o wn 0dlisy isg Council First system, each month, listing the
outlined in the Townos|namesofallsuppliersused by the Town that
the Manual, there is no formal centralised | have accumulated greater than $50,000 in

payments from the supply of goods and
services.

procurement team or area to provide procurement
guidance to the various operational areas nor is
there any formal monitoring role set up to ensure
proper procurement policy and processes are
consistently complied with.

All suppliers with an accumulated amount
greater than $50,000 should be investigated
to determine how such services were
procured either via an RFQ, RFT or via a
WALGA supplier panel in line with Town
policy and legislative requirements.

That a ndémto c uQueanh i t y
document be developed by the Town to be
completed by each officer within each
operational area responsible for procurement
of the Towns goods a
and RFTOs.

The Checklist should include a listing of all
key procurement stages that are required to
be complied with when procuring

Finding 5: Need for Detailed Work Procedures | Recommendation

and Guidelines to be Established

The Town does not have in place formal written
procurement work procedures that would provide

The Town give consideration to creating
formal written work procedures and
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greater guidance to officers within operational
areas responsible for
goods and services.

guidelines in regards to all elements of the
procurement activity

Finding6: Need t o
Register

Update th

Recommendation

The current tender register does not comply with
some of the information requirements as outlined
under Part 4 of the Local Government (Functions
and General) Regulations 1996.

These include Sections 17(2) (c) (iii) and 17(2) (d)
& (e).

17(2) (c) (i) T relates to reporting a list of
acceptable tenders that submitted a tender and

The Town investigate these non-compliances
and ensure the tender register is adjusted
accordingly in regards to the requirements of
Sections 17(2) (c) (iii), 17(2) 9D) and (e).

Consideration should also be given to include
Section 20(1) and (2) and 21A of Part 4 of the
Local Government (Functions and General)
Regulations 1996.

were assessed as part of the tender process
17(2) (d) & (e) T relates to reporting in the tender
register a copy of the notice of invitation to tender
and the name of each tender whose tender has
been opened.

A new role, procurement officer was approved by Council. It has been budgeted for 2 days per week.
The officer commenced with the Town on 7 October 2020. She has a Bachelor of Commerce (major
in Corporate Finance and Management) and was most recently was working for a global accounting
firm as a senior consultant in the governance, risk and controls advisory team.

The officer is supervised by the Manager of Finance and is responsible for (amongst other tasks):

1.  Providing quality and timely procurement advice and services that ensures organisational
compliance and enables the planning, measurementandcont r ol of t he

2. Provide stakeholders with support and guidance throughout the tender/quotation process.

3.  Create, review and periodically update and improve templates for use in the tender/quotation
process.

4, Maintain, manage andreview t he Townédés Tender and Request

5. Implement and manage end of contract supplier performance appraisals.

6.  Assist with completion of the Compliance Audit Return.

7. Review/monitor purchase orders for correct procurement processes.

8.  Perform end of month tasks including purchase order breach reporting and outstanding
purchase order reporting/monitoring

9. Provide education, guidance and support to staff and business units to help identify and reduce

risks associated with purchasing, procurement, contract management and internal controls
across the Town.

10. Provide guidance and advice in respect to tender and quotation assessment panels, including
declaration of interest obligations and best practice methodologies.

11. Establish work procedures that provide greater guidance to officers responsible for
procurement of goods and services, including contract management.

12. Support the development, review, and implementation of the Procurement Policies.

13. Perform procurement inductions for new staff.

14. Provide refresher procurement training for all staff.

he el ati

An update on t Townos

Risk Committee meeting.

progress in r on
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Cash Handling

Finding 12: Need Safer Process for Cash in | Recommendation
Transit

The Town currently has cash receipting facilities | The Town reassess the potential risk
at the Administration building, Library and the | associated with staff carrying cash to the bank
Aquatic Centre. versus the associated cost of using armed
security services.

We understand that all banking of cash and
cheques is undertaken by staff at these centres
and the Town does not use armed guard security
services to collect and deliver cash and cheques
to the Townds bank.

Aquatic Centre

In December 2018, a review of cash handling at the Aquatic Centre was undertaken. The Town
investigated and subsequently moved from Armguard collecting cash to staff undertaking banking.
Armguard was costing the Town approximately $3,500 per year.

Since February 2019, staff at the centre have delivered any cash takings to the bank without incident.
The following is the current situation at the centre:

1. The majority of customers pay electronically.

2. The centre operates with two safes, one safe is used as a day safe where the change float

($200) is kept. The second safe is where the daily takings are kept. The safe is locked at all
times when not in use.

3. The centre is fitted with CCTV cameras in reception including on the main tills, safe and counting
station.

4. Staff are trained in cash handling to reduce the risk in this area. There is also a work procedure.

5. Staff bank at least twice a week, dependant on levels of cash received. The average amount
taken to the bank is $300 or less.

6. The days and times alternate when the cash is taken to the bank.

7. The staff member drives to the bank to minimise the chance of theft during transportation.

8. Only two staff know when the cash is being taken to the bank.

The audit report statedi Secur ity over point of sale systems
not only for the safeguarding of cash but for the overall safety of staff who operate those systems.

As such all point of sale systems where cash is receipted should be protected by CCTV cameras

and duress alar mso.

The centre has duress alarms in the reception office. These alarms are tested. The centre is also
fitted with CCTV cameras on the main tills, safe and counting station. Further:

1.  The Town has procedures for armed hold up and theft.

2. The reception area is secure with both doors able to be locked closed.

3. The reception area is always staffed.
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The till draw is closed when not in use.

The counting area is secure and both doors are locked close to restrict access. The counting
area is screened for the public.

6.  The counting is carried out on different days and times to minimise routine.
7.  Staff are trained in cash handling.

The Town has assessed the potential risk associated with staff carrying cash to the bank versus the
associated cost of using armed security services. The Town is satisfied with the current
arrangements and recommend they remain in place.

PAST RESOLUTIONS
Audit and Risk Management Committee, 29 May 2020
COMMITTEE RESOLUTION 007/20

That the Audit and Risk Management Committee with respect to the Review of Risk Management,
Legislative Compliance and Internal Controls recommend Council to:

1. Note the Chief Executive Officer (CEO)'s Report (as per Attachment 1); and
2. Request the CEO to present the progress of the recommendations on a quarterly basis.
CARRIED

FINANCIAL AND STAFF IMPLICATIONS
Resource requirements are in accordance with existing budgetary allocation.

POLICY AND STATUTORY IMPLICATIONS
Local Government (Audit) Regulations 1996

COMMUNICATION / CONSULTATION

There has been no consultation outside of the Town administration.
STRATEGIC COMMUNITY PLAN

Leadership and Governance
We are an open and accountable local government; a leader in community service standards.

1 Demonstrate a high standard of governance, accountability, management and strategic
planning.

Manage our finances responsibly and improve financial sustainability.

Continually assess our performance and implement initiatives that drive continuous
improvement.

URGENCY
Nil
VOTING REQUIREMENTS

Simple Majority decision of Council (More than half the elected members present are required to
vote in favour).

OFFICER RECOMMENDATION

That the Audit and Risk Committee notes the contents of this report.
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AUDIT 8 ASSURAMNCE SERVICES

Liability hmated by a scheme approved under Professional Standards Legislation

21 May 2020

CEO

Town of Claremont
Number One Claremont
308 stirling Highway
CLAREMONT WA 6010

Dear Ms Ledger

Please find attached our final review report on the Regulation 17 review of the Town
of Claremont.

As per Regulation 17(1), (2) and (3) of the Local Government (Audit) Regulations
1996, the CEO is required to undertake a review, at least once every 3 financial years,
of the following processes:

e Risk Management;
e Internal Control;
e Legislative Compliance.

Our review report details our findings and recommendations which includes
management comments in regards to our findings and recommendations.

‘We would like to thank your staff for their positive cooperation provided to us during
the conduct of this review especially in light of the COVID 19 distancing restrictions

which applied throughout this review process.

Yours sincerely

Santo Casilli FCPA MIIA (Aust.)
Director

Avant Edge Consulting

Level 8 — 251 St Georges Terrace Perth WA 6000; PO Box 617 Subiaco WA 6904
Mobile: 0409 104 929 - Phone: 6118 2100; Email: scasilli@avantedgec.com.au;
Web: www.avantedgeconsulting.com. au
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Town of Claremont

Regulation 17 Review

21 May 2020
Final Review Report

(Review in Confidence)

Avant Edge Consulting
Certified Practising Accountant

Liability limited by a scheme approved under Professional Standards Legislation

[Type here]
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Regulation 17 Review Town of Claremont
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Regulation 17 Review Town of Claremont

Executive Management Summary

As per Regulation 17(1), (2) and (3) of the Local Government (Audit) Regulations 1996, the
Chief Executive Officer (CEOQ) is required to undertake a review, at least once every 3
financial years, of the following processes:

. Risk Management;
. Internal Control; and
. Legislative Compliance.

The Town of Claremont (the Town) uses Council First as its accounting system and has a
Policy Manual (last updated 18 December 2018 but currently undergoing a review)
governing its operational processes.

SCOPE AND METHODOLOGY

Our review was conducted in accordance with ASAE 3500 — Assurance Engagement Other
Than Audits or Reviews of Historical Financial Information.

The review undertook the following approach:

. Discussions were held with relevant staff to understand the processes and the
management controls currently in place. Communications were held with the Manager
Governance, Manager Finance and Manager Human Resources throughout the review
process.

. Assessed the adequacy of key management controls currently in place over the risk
management, accounts payable, cash receipting, payroll, staff recruitment and
procurement functions and evaluated those controls to determine their
appropriateness and also to identify areas for control process improvement.

. Due to the COVID 19 Government imposed social distancing rules and the subsequent
closure of the Town’s administration and out centres such as the Library and Aquatic
Centre and staff working from home, all information was requested and received via
email and via phone contact.

OUR WORK PROGRAM

Our work incorporated the following areas for review as required under Regulation 17:
1. RISK MANAGEMENT

a. Governance Framework is in place and endorsed by the Audit and Risk
Management Committee.

b. A formal governance unit exists.

c. Risk Management and governance policies are in place and have been
endorsed by the Audit and Risk Management Committee/Council.

d. An Operational and Strategic Risk Register is in place and is constantly reviewed
and updated.

e. Regular development of risk reports and actions to address risks are identified
and actioned.
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